Fuzzy Analytic Hierarchy Process based Template Data Analysis of Multimodal Biometric Conceptual Designs  by Selwal, Arvind et al.
 Procedia Computer Science  85 ( 2016 )  899 – 905 
Available online at www.sciencedirect.com
1877-0509 © 2016 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of the Organizing Committee of CMS 2016
doi: 10.1016/j.procs.2016.05.280 
ScienceDirect
 International Conference on Computational Modeling and Security (CMS 2016) 
Fuzzy Analytic Hierarchy Process based Template Data Analysis of 
Multimodal Biometric Conceptual Designs 
Arvind Selwala,*, Sunil Kumar Guptab, Surenderc  
aIKG Punjab Technical University, Jalandhar/Central University of Jammu, INDIA 
b
 Beant College of Engineering & Technology, Gurdaspur, INDIA 
cGuru Teg Bahadur College, Bhawanigarh, Punjab, INDIA 
arvind.cuj@gmail.com, skgbcetgsp@gmail.com, ssjangra20@rediffmail.com   
 
Abstract 
The Biometric Systems are automatic tools, which are used to provide authentication during various applications of modern 
computing. Traditional methods of human recognition because of their limitations are being replaced by biometric applications. 
Fingerprint biometric system is one of the most widely used system while Hand geometry is comparatively less popular because 
of its few limitations. Multimodal biometric systems are developed to address few of the limitations of unibiometric systems and 
works on the principle of using more than one biometric trait for human recognition. In this paper, three conceptual designs for 
bimodal systems using two important modalities have been presented. A Template security analysis of all the designs is 
performed using Fuzzy based Analytic Hierarchy Process (FAHP) with five decision parameters.  Result indicates that bimodal 
conceptual design-2 is optimal among all the three in terms of various decision parameters. Template may be well secured at 
feature level fusion of a multimodal biometric system and results into overall cost effective design. It is also noticed that template 
security before storage into database is an important parameter for effective and efficient design of a multimodal biometric 
system. 
© 2016 The Authors. Published by Elsevier B.V.  
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1 Introduction 
 
Modern day life of human being is dependent on using computations based on computer automation. In the world of 
digital technology, accurate and reliable system of authentication is very important for human computer interaction.  
Biometric systems like fingerprints, face, hand Geometry, voice, Iris etc. constitutes an important security 
infrastructure in today’s modern life. A system which is based upon using biological or chemical traits of human for 
automatic recognition is called as biometric system. In last couple of decades the efficiency, accuracy and scale of 
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identification process have immensely improved with the introduction of biometric systems. Typically a biometric 
system consists of four important modules namely; Sensor, Feature extractor, Matcher and Template database [1]. A 
module which is used to capture biometric trait from human body is called as sensor. Quality of the captured image 
is then assessed and feature extraction is performed to extract important feature points. The result of this process is a 
numerical set of values called as feature vector. Feature vectors are then stored in database of the systems.  Feature 
vectors are also called as template of the enrolled users and template security is an important design issue. Multi-
biometrics systems works by using multiple instances, multiple sensors, multiple algorithms or multiple modalities 
and additional module for consolidation of results called as fusion algorithm. Various types of fusion techniques 
have been discovered and used at different levels e.g. feature fusion, rank level fusion or decision level fusion [2,3]. 
Multimodal biometrics systems, a special class of multibiometric have been developed to improve the accuracy and 
overcome the problem of spoof attacks. A survey of multimodal biometrics and template security is well outlined by 
the authors in their work given in [3,11]. Various types of biometric failures have been identified in literature and 
may be classified into categories: intrinsic failure and failure due to adversary [4]. Intrinsic failures take place 
because of the limitation of sensor, feature extraction, or matcher as well as controlled discriminability of the 
biometric traits. System may make two types of mistakes: false accepts or false rejects. Both intra user variations 
and inter user similarity are noticed because of non salient features and non robust matching algorithms. Intrinsic 
failures may also result where there is no explicit effort by an imposter to spoof the system. Therefore, this type of 
failure is known as zero effort attack [4].  A variety of attempts to spoof the biometric systems and approaches to 
secure such systems have been well highlighted in [5]. Recent approaches are based upon using feature fusion in 
multimodal biometrics and securing the templates during fusion process [6]. This approach also results into efficient 
and more economical design of multibiometric systems. Cancelable biometrics are has been proposed and proves a 
better technique for securing the biometrics systems. Fingerprint being the most widely used biometric and a 
number of hybrid templates security schemes has been developed which are based on Crypto Systems and 
transformation based methods [7,8,9,10]. Various types of parameters (e.g. False accept rate, false reject rate, equal 
error rate, ROC etc.) have been identified for evaluating the performance of a biometric system.  However, it has 
been discovered that there is a trade off between performance and cost of designing a multimodal biometric. 
 
A technique for selecting an efficient & cost effective conceptual design where uncertainty lies in the performance 
parameters is based on fuzzy theory. A fuzzy set is mathematically defined as by assigning to each possible item in 
the universe of discourse a value representing its rank of membership in the fuzzy set (L. Zadeh, 1965). The most 
usually used range of values of membership functions is the unit space [0,1]. [12] The Analytic hierarchy process 
(AHP) was initially proposed by T. L.Satty in 1980. The extended AHP also known as fuzzy analytic hierarchy 
process (FAHP) is a popular technique for selecting an optimal system among various possibilities with a number of 
decision factors [13]. FAHP has been used in a variety of real life applications and an example is where authors 
applied it for evaluating performance of a department in an organization [14]. Recently, it has been used by authors 
for cloud path selection in cloud computing for offloading [15]. 
2   Problem Description 
In literature many biometrics have been identified and available with its own merits and merits. Various efforts have 
been made in past by researchers to improve their accuracy and efficiency. Multimodal biometric systems has been 
mainly introduced to deal with the problems of inter class variation, accuracy and spoof attacks in uni modal 
biometric systems. With the introduction of multi biometric systems, many combinations are possible for the 
designers of the biometric systems to use develop a better system. However, important design issue includes factors 
like cost, storage, template security, etc., are to be considered to design an efficient, accurate and secure multimodal 
framework. Fingerprint is treated as strong among all biometric traits and has been used in most of the biometric 
applications. On the other side, Hand geometry is less popular and treated as weak in comparison with others 
biometrics. Hand geometry suffers from many limitations likewise big size of source image, cost of processing; less 
inter class variation and poor identification accuracy. An important argument arise, How can we improve the hand 
geometry biometric in to a strong biometric? or in nutshell how one uses it with other biometric to improve inter 
class variation. Problem lies in combining well, the hand geometry biometric with fingerprint system to design a 
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multi or bimodal system so that accuracy of the overall system is improved.  However, few issues for multimodal 
biometric system are to identify various factors affecting the overall design.  Moreover, using these two biometric 
modalities with many permutations one may come out with many possible designs. Given a set of multiple bimodal 
designs (M) with multiple performance or decision parameters (N), problem is to select the optimal bimodal design. 
 
3   Proposed Multimodal Biometric Conceptual Designs 
 
To work out the problem as identified in section 2 and  as shown in fig.1,the strong biometric like fingerprint may 
be combined with comparatively weaker biometric like hand geometry. While designing a bimodal biometric system 
one of the important parameters is using fusion techniques at different levels. In this section three possible bimodal 
biometric system designs are proposed and briefly explained as follows below. 
 
 
 
 
Fig.1: Multimodal biometric modalities with capturing devices 
 
i. Conceptual Multimodal biometric design1: A bimodal design as shown in the fig.2 is based upon capturing two 
biometric modalities using sensors followed by extracting important features. The feature vectors are then stored as 
feature templates (TX) in separate template databases. Same process is then applied during testing and query 
template (TQ) is generated from both modalities and then two matching algorithms are used as to compute two 
decisions.  Finally, decision level fusion is applied to both the outcomes to arrive at identification decision. 
 
 
Fig.2: Multimodal biometric conceptual design-I 
 
ii. Conceptual Multimodal biometric design-II: A conceptual design, as shown in the fig.3, is based upon having 
two different feature extractor algorithms for feature template generation. The templates are then combined together 
by using a feature fusion technique. Then fused template is finally stored in the template database. In this framework 
templates may be protected during feature fusion process or after fusion takes place. Size of template in this may 
increase after fusion process.   
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iii. Conceptual Multimodal biometric design-III:  As shown in fig.4 this design uses multiple feature extraction 
algorithms for the biometric modalities and fusing the templates. In this four different feature templates are 
generated and followed by combining the results using ranking of results accuracy. The final decision of recognition 
process is based upon best rank among all ranks of all decisions. 
  
 
Fig3: Multimodal biometric conceptual design –II 
 
 
Fig.4: Multimodal biometric conceptual design-III  
 
Proposed work also identifies five parameters which affects the design of a multimodal biometric conceptual design 
and listed in table1. These factors may be briefly defined as below: 
i. Template generation effort (TGE): The amount of overhead needed to generate template in a biometric 
system. 
ii. Template Safety (TS): It the extent to which a template is secured in a biometric design. 
iii. Template Synthesis Overhead (TSO): It the effort required during fusion of various results in a multimodal 
biometric system. 
iv. Template size effort (TSE): It may be defined as maximum size of a final template after fusion process. 
v. Storage space overhead (SSO): It may be referred to the actual number of bits required to storage a template on 
storage disk. 
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4   Results Discussion 
 
Fuzzy analytic Hierarchy process is a step by step process which is briefly explained as follows. 
Step1: Initially a pair wise comparison matrix with ranked structure using all the decision parameters is constructed. 
Step2: In next step consistency in the matrix is detected. Suppose that matrix is F[m×m] and elements are denoted 
as fi,j then it will be consistent if satisfy the criteria as given in equation1. 
     fi,j=0.5,   fi,j+ fj,i=1 and     
ͳ
ǡ െ ͳ ൌ ሺ
ͳ
ǡെ ͳሻ ൈ ሺ
ͳ
ǡ െ ͳሻ                                                (1)                     
Step3: Calculate the positive fuzzy matrix for converting the scores of pair wise comparison in to fuzzy variables 
with their values lying between 0 and 1. The Satty’s scale and pair wise fuzzy scale is shown in table-2. 
 
Table 1.Fuzzy pair wise comparison matrix with different decision factors 
 
Decision factors TGE TS TSO TSE SSO 
TGE 0.5 0.1 0.5 0.3 0.7 
TS 0.9 0.5 0.7 0.8 0.7 
TSO 0.5 0.3 0.5 0.6 0.5 
TSE 0.7 0.2 0.4 0.5 0.9 
SSO 0.3 0.3 0.5 0.1 0.5 
Table 2:  Satty’s Sacle and Fuzzy Comparative Scale 
 
Linguistic variable meaning Satty’s  Scale Fuzzy Pair wise 
Scale 
Lowest  Significant 1 0.5 
Moderate Significant 3 0.55 
Strong Significant 5 0.65 
Strongly Significant 7 0.75 
Very Strongly Significant 7 0.85 
Extremely Strongly Significant   9 0.95 
 
 
Step4: Fuzzy weight of the all decision parameters is computed using the expression given eq. 2, where q denotes 
number of decision factors 
     
     FW= (fw1, fw2,….. fwq),  ݂ݓ݅ ൌ
ݔ݅
σ ݔ݅
ݍ
݅ൌ݅
   where, ݔ݅ ൌ
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ݍ
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                                                                   (2) 
Step5: It involves the combining outcome of intuitive ratings by decision makers & taking the geometric means.   
 
Step6: Ranking is computed using the consistency level index by using formula shown in eq3. 
   ܥܮ ൌ
σ ܣܨܹ݅݌ܧܹ݅
ݍ
݅
ݍെͳ , Consistency proportion may be computed ܥܲ ൌ
ܥܮ
ܴܥܫ                                                                     (3)    
 
Where, RCI is random consistency index with different values. In this work the fuzzy comparison matrix is of the 
size of 5×5, therefore the value of RI is 1.12. The matrix will be consistent if consistency ratio CR<0.1. For template 
security analysis of frameworks, suppose the ranks are given along with fuzzy membership function values as Very 
High (0.9), High(0.7),Medium(0.5),  Low(0.3) and Very Low(0.1). Using eq.2 the fuzzy weight matrix of five 
decision parameters is FW=(0.0642, 0.3940,0.1440, 0.342,0.0546). From fuzzy weight matrix it is clear that 
template security is most important design parameter with weight of 0.3940 and followed by template size overhead.  
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Table 3: Fuzzy based intuitive ratings of proposed bi modal designs 
Proposed Systems TGE TS TSO TSE SSO 
Design-I 0.6 0.2 0.3 0.6 0.9 
Design-II 0.8 0.7 0.9 0.7 0.7 
Design-III 0.8 0.3 0.2 0.9 0.8 
Weight 0.0642 0.3940 0.1440 0.342 0.0546 
 
Fuzzy ratings of all three designs for all the decision factors may be computed by intuitive guess technique and is 
listed in table-3.Comparative template data analysis of proposed designs is shown in the table-4 by using weights of 
various parameters as computed earlier. CRI =0.1 which is consistent.  Fig. 5 shows comparative strengths of all 
decision factors for all proposed designs. It is clearly indicated in results shown in Fig.6 that conceptual design-II is 
optimal among all the proposed systems with a top ranking of 0.73438 followed by Conceptual design –III with 
0.54984. 
Table 4: Comparative ranking of proposed bimodal biometric designs 
Proposed MB 
Systems 
TGE TS TSO TSE SSO Result 
Design-I 0.03852 0.0788 0.0432 0.2052 0.04914 0.41486 
Design-II 0.05136 0.2758 0.1296 0.2394 0.03822 0.73438 
Design-III 0.05136 0.1182 0.0288 0.3078 0.04368 0.54984 
 
 
 
Fig.5: Relative strengths of decision factors for proposed conceptual multimodal designs  
 
 
Fig.6: Overall rankings of proposed conceptual multimodal biometric conceptual designs 
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5.  Conclusion 
 
The work presented in this paper is an effort to use a strong fingerprint biometric with hand geometry trait, to 
conceptually design multimodal systems. Objective was to enhance the accuracy and interclass user template 
variations by designing bimodal conceptual designs based on two modalities. Five significant decision factors 
related to template for a multimodal biometric system were identified and FAHP technique was used to analyse all 
proposed conceptual designs. Result clearly shows, that conceptual design-II is optimal with an overall ranking of 
0.73438. Further, among all identified decision parameters for multimodal design, template safety is found to be 
relatively most important with a rating of 0.3940. It is also indicative that template data analysis is very useful for 
designers of multimodal biometric systems before full scale development of real systems. Template security is a key 
parameter for successful, accurate and efficient multimodal biometric system. In future more detailed analysis of the 
proposed systems may be carried out by extending the list of decision parameters. Further, more such multimodal 
biometric systems may be designed by using other biometric modalities and template data security analysis may be 
performed before full scale development. 
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